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Driving Down Offshore Wind Substation O&M Costs: CMS
and SCADA

Every dollar spent on a wind farm once it has been built and commissioned affects
the bottom line, and therefore, efficient low operation and maintenance (O&M) costs
are crucial to the profitability of wind energy. This is especially evident in light of the
fact that the UK government has recently introduced regulations that require
operational and maintenance costs to fall by 25 percent by 2020 in order to make
offshore wind more financially sustainable for businesses and more affordable to
consumers.

Further, up to 90 percent of all offshore wind farm insurance claims are related to
medium voltage and high voltage cable faults. Many experts, including those from
HVPD Ltd in the UK, estimate that these types of faults are preventable, and that
some of the most significant savings the offshore wind industry can achieve will
come from a holistic approach to condition monitoring using technology to predict
when preventative maintenance interventions will be required to avoid costly faults
on the network.

One method to ensure operation and maintenance
costs remain manageable and don't bite into the
bottom line is to use a condition monitoring
system (CMS) for critical networks. By alerting
operators of potential problems by providing a
comprehensive overview of current function and
condition, this type of technology allows operators
Image via Flickr: Jedimentat44 to stay ahead of the game. Likewise, SCADA

(supervisory control and data acquisition) systems
are used for both high voltage and medium voltage substations to remotely monitor
and acquire information about the substation’s function and performance, but to an
even greater depth than conventional CMS options.

Boosting Wind Farm Reliability and Performance with a CMS

Condition monitoring systems are another method of improving the performance of
a wind farm. Using accelerometers, oil particle counters, and many other points of
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data collection, a CMS offers several significant cost benefits, not least of which is
providing early warning signs of pending problems.

In one case study offered by Wind Systems Magazine, three wind farm scenarios
were compared, with data drawn from many real-life US wind farms. In the scenario
with a CMS installed, early warning of a bearing failure was detected by the CMS.
Had the bearing failure not been detected, high costs of crane mobilization and
repair and replacement costs would have significantly cut into the bottom line.

In this example, the initial savings offered by having a CMS were $40k where
bearings were readily available, but could have been as high as $300k if the
maximum downtime was prevented. Additional savings were estimated in the range
of $150k to $400k by mobilizing the crane only once and saving significant
downtime. Over three to four years, the CMS offers even more savings by providing
information about retrofit requirements as well as minimizing wear on the gearbox
and generator." Similar savings, no doubt, would be achieved for offshore
substations.

In another case study, this one presented by HVPD, holistic condition monitoring
technology was applied to subsea MV and HV cable networks for offshore wind
projects. Infant mortality of cable failures was studied to determine the potential for
a CMS to provide early warnings against incipient cable insulation faults to direct
preventive maintenance to avert unplanned outages.

They found that only with cross-correlation of all condition and state parameters
could there be an adequate level of diagnostic data for cost-effective
implementation of preventative maintenance schemes. In other words, a holistic
system is required including the integration of power quality, partial discharge,
cable sheath current, weather/tidal data, power flow, and overvoltage/overcurrent
events. Given the fact that, when compared to onshore wind farms, offshore wind
farms incur costs that are 10 to 50 times higher for outages due to cable failures,
the need for holistic monitoring is substantially more important. Conversely, the
potential for O&M savings with a holistic CMS are significant."

Introducing SCADA Systems for Greater Predictive Ability

Similar to a CMS, the core functionality of a SCADA system is communication.
Though the first versions of SCADA systems relied on wiring to transmit data to a
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point where it could be bundled together for analysis, today’s more advanced
SCADA systems use fiber optic connections for extremely fast, reliable connections.
The information is displayed on sophisticated user interfaces graphically to illustrate
the real-time state of all elements monitored by the system. Issues such as
electrical faults can be quickly pinpointed within a few seconds, allowing
maintenance teams to be deployed quickly to avoid downtime as much as possible.

Using SCADA allows wind farm operators to remotely monitor the systems from a
central location, including multiple substations on one plant though some wind
farms require more than one SCADA system. Today’s SCADA suppliers have all
agreed on a standard communication protocol known as IEC 61850 which has vastly
improved the results across the industry.

One of the most recent big projects to be announced for offshore wind substation

installation is that of the Van Oord Luchterduinen offshore wind farm in The

Netherlands. The project, which will include 43 turbines for generating enough

electricity for 150,000 homes, will include a SCADA control system designed by
CG."

WindAccess is Alstom’s SCADA system. It's
designed to work on open communication
protocols to provide easy integration with
other renewable assets. Collecting information
such as substation operation, meteorlogical
mast data, and so on, WindAccess analyses
information to help system operators improve
the performance of their farms. It also
integrates with CMSs and can incorporate
information from across an entire wind farm
including substations to make it possible to
operate the wind farm like a conventional
power plant at the grid connection point."

Alstom's SCADA System

SCADA systems are extremely useful when it comes to interpreting sets of
parameters to compare hundreds of channels of information to find related
problems. For instance, “a high yaw misalignment will reduce performance, but also
effect the health of the turbine longer term, as the rotor bending moments are
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increased and accelerate structural fatigue for all major components in the load
path: pitch bearing, rotor hub, main bearing, main shaft, main frame, yaw bearing
and depending on the drivetrain architecture also the gearbox.”"

For example, a European offshore wind farm was analyzed after a high speed shaft
bearing was replaced. Using a Romax InSight SCADA system after the failure,
researchers were able to determine that temperatures had been rising, though this
was not detected at the time, resulting in a gearbox failure within 12 months. Since
the gearbox could not be replaced for 7 months after failure due to the offshore
location of the turbine, the downtime costs were more than $1 million.""

Further, SCADA may become increasingly important as smart meters are used more
extensively in the electricity market. In fact, by synchronizing SCADA with smart
meters, and combining them with other technologies such as GIS systems,
distribution networks could be optimized to reduce network losses by improving
system load factors, combining capacitor bank control, allowing for demand
response applications for asset management, and balancing system voltage.

viii
Lessons Learned for SCADA Systems

Despite all of the benefits of SCADA systems, they do present some challenges that
the industry will need to address in order to instill confidence. Security risks are of
particular concern. One of the main security risks with high-tech systems such as a
SCADA is the opportunity for well-organized hackers to take control over energy
systems remotely, even from outside a business’s security zone.

This is a vulnerability about which some companies have already become aware the
hard way. Two recent examples illustrate the dangers involved when SCADA
systems are not properly protected. The first relates to Telvent (owned by
Schneider Electric), a smart technology vendor that supplies projects in the US,
Canada, and Spain. On September 10, 2012, the company reported to its customers
that hackers had breached their firewall and accessed OASyS SCADA system project
files. The perpetrators, believed to be a Chinese hacker group known as Comment
Group, also left malicious software in their wake. Project files may contain
information on a customer’s network and operations as well as architecture.™

Similarly, researchers in Finland recently evaluated Internet-facing SCADA systems
and found that there were thousands of unsecured systems - 2915 in all for
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systems ranging from building automation to transport to water supply. Researchers
expect that there are even more vulnerable systems since their survey included an
estimated 30 percent of all Finnish IP address space.”

Nevertheless, risks are being addressed by new innovations in security and data
protection. Vigilance in this area requires companies to assess the IT architecture
and equipment of current systems against existing vulnerabilities in light of
government legislations and regulations for privacy and data protection.”

Leaping Over Challenges to Achieve Lower O&M Costs Through Better
Communication

If offshore wind farm operators hope to meet new standards such as those being
introduced in the UK for lower O&M costs, they will need to address the issue with
better communication. And for that they will inevitably have to rely on advanced
technologies such as CMS and SCADA systems. No doubt the industry will continue
to lurch forward, learning as it goes how to supply the best, most comprehensive
information without putting critical energy supply systems at risk of being controlled
by those with malicious intent.

Maryruth Belsey Priebe
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“ www.jadecreative.com.

Sources

IQPC GmbH | Friedrichstr. 94 | D-10117 Berlin, Germany

t: +49 (0) 30 2091 3330 | f: +49 (0) 30 2091 3263 | e: eq@igpc.de | w: www.igpc.de

Visit IQPC for a portfolio of topic-related events, congresses, seminars and conferences: www.igpc.de



-

International Quality & Productivity Center

"Renforth, L., Seltzer-Grant, M., & Goodfellow, S. (2013, March 5). Combined Power Quality and
Condition Monitoring of Offshore MV and HV Cable Networks. Retrieved April 10, 2013, from
HVPD Ltd: http://www.hvpd.co.uk/media/pdf/technical/HVPD-Combined-Power-Quality-and-
Condition-Monitoring-of-Offshore-MV-and-HV-Cable-Networks.pdf

"Ma, X., Eritenel, T., & Crowther, A. (2012, October). Improving Performance and Reliability with
Condition Monitoring. Retrieved April 10, 2013, from Wind Systems Magazine:

http://windsystemsmag.com/article/detail/427/improving-performance-and-reliability-with-
condition-monitoring

i Renforth, L., Seltzer-Grant, M., & Goodfellow, S. (2013, March 5). Combined Power Quality and
Condition Monitoring of Offshore MV and HV Cable Networks. Retrieved April 10, 2013, from
HVPD Ltd: http://www.hvpd.co.uk/media/pdf/technical/HVPD-Combined-Power-Quality-and-
Condition-Monitoring-of-Offshore-MV-and-HV-Cable-Networks.pdf

Vv Press Release - CG to power Van Oord’s Luchterduinen offshore wind farm in The Netherlands. (2013,
April 3). Retrieved April 9, 2013, from CG :

http://www.cgglobal.com/be/view_news.asp?regnews_id=1057&country_id=4

Y WindAccess. (n.d.). Retrieved April 10, 2013, from Alstom:

http://www.alstom.com/Global/Power/Resources/Documents/Brochures/windaccess-scada-
control-system-onshore-offshore-wind.pdf

“"Ma, X., Eritenel, T., & Crowther, A. (2012, October). Improving Performance and Reliability with
Condition Monitoring. Retrieved April 10, 2013, from Wind Systems Magazine:

http://windsystemsmag.com/article/detail/427/improving-performance-and-reliability-with-
condition-monitoring

I Ma, X., Eritenel, T., & Crowther, A. (2012, October). Improving Performance and Reliability with
Condition Monitoring. Retrieved April 10, 2013, from Wind Systems Magazine:

http://windsystemsmag.com/article/detail/427/improving-performance-and-reliability-with-
condition-monitoring
Yt Synchronizing SCADA and Smart Meters operation for advanced smart distribution grid applications.
(2012). Retrieved April 9, 2013, from ACM Digital Library:

http://dl.acm.org/citation.cfm?id=2194950

IQPC GmbH | Friedrichstr. 94 | D-10117 Berlin, Germany

t: +49 (0) 30 2091 3330 | f: +49 (0) 30 2091 3263 | e: eq@igpc.de | w: www.igpc.de

Visit IQPC for a portfolio of topic-related events, congresses, seminars and conferences: www.igpc.de



-

International Quality & Productivity Center

X Reitenbach, G. (2012, September 27). Chinese Hackers Blamed for Breach of Telvent’s SCADA-Related
Network. Retrieved April 10, 2013, from Powermag.com:
http://www.powermag.com/business/5010.html

*Dangwal, R. (2013, March 21). Vulnerable SCADA systems in Finland — Shodan,Hackers and Security.
Retrieved April 10, 2013, from TheProHack.com:
http://www.theprohack.com/2013/03/vulnerable-scada-systems-in-finland.html

¥ Roggen, M. (2012). Cyber security wake-up call. Retrieved April 9, 2013, from Global Contact:
http://www.dnvkema.com/Images/GC%204-2012%20DEF.pdf

IQPC GmbH | Friedrichstr. 94 | D-10117 Berlin, Germany

t: +49 (0) 30 2091 3330 | f: +49 (0) 30 2091 3263 | e: eq@igpc.de | w: www.igpc.de

Visit IQPC for a portfolio of topic-related events, congresses, seminars and conferences: www.igpc.de



